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If we want grid 

service from these 

DERs, what should 

be the control 

architecture?
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Possible Control Architecture for 
the DER-Rich Distribution System









8



Distributed Volt-Var Optimization

Volt-VAR Optimization (VVO) Problem

Primal-Dual Method for solving the problem above

independently solves OPTDIST-VC algorithm based 

on modified primal-dual method for VVO" N. Patari, A. K. Srivastava, G. Qu, and N. Li, <Distributed voltage control for three-phase 

unbalanced distribution systems with ders and practical constraints,= IEEE Transactions on 

Industry Applications, vol. 57, no. 6, pp. 662236633, 2021.

(Cyber-Power Testbed)



Distributed Volt-Watt Optimization

Volt-Watt Control (VWC) Problem

Primal-Dual Method for solving the problem above

independently solves OPTDIST-VWC algorithm 

based on modified primal-dual method for VWC

Iteratively takes care of modelling errors!!



Distributed Volt-Watt Optimization

" Varying performance with distributed approaches

" How to compare the performance of a given 
distributed algorithm compared to other 
algorithms?



Control for DERs

" Algorithm requirements: Voltage measurements ³ Variable Calculation ³ Set-Point Deployment ³
Neighbor Communicate

" Communication latency? Computation time? 

" We use old measurements for variable calculation and deployment ³ But DER out put might have 

already changed!! ³ Resulting setpoints many not be deployable

" Solution? Use old measurements for variable calculation, and new MPP for setpoint update



Cyber-Power Test-bed

w Power System Layer : Developed with OpenDSS

w Cyber Layer: Developed with Mininet

w Application Layer : Developed with Python
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w Python Wrappers binds all three layers

Challenges:

§ Data flow among layers

§ Time synchronization

§ Running applications in Mininet hosts

§ Facilitate Plug-&-Play Capability 

¯ P. S. Sarker, N. Patari, B. Ha, S. Majumder, and A. K. Srivastava, <Cyber-power testbed for analyzing distributed control 

performance during cyber-events,= in Proceedings of the 9th Workshop on Modeling and Simulation of Cyber-Physical 

Energy Systems, 2022.



Cyber-Power Test-bed

w Cyber Attack Application: 

MitM attack DOS attack

Replay attack





Test Cases & Results

w Use case:

§ DERs are connected at nodes 671, 684, 675, and 634.

§ h634 and h671 are under attack with MitM, DoS, and Replay individually.



Resiliency Metrics for Smart Distribution System with Edge Devices

w P. S. Sarker, S. K. Sadanandan and A. K. Srivastava, "Resiliency Metrics for Monitoring and Analysis of Cyber-Power Distribution System with IoTs," in 

IEEE Internet of Things Journal, 2022

Applications

# Planning upgrade or

modification focusing

resiliency

# Design resilient microgrids

and compare resiliency of

different microgrid designs

# Perform root cause

analysis of degraded

operational resiliency

# Post event resilient

reconfiguration









Summary

Developed

" Distributed feedback-based volt-watt controller guaranteeing asymptotic convergence of voltage-related 
constraints

" Realistic cyberattack scenarios in cyber-power testbed to test performance of distributed control application

Analyzed

" Performance of distributed control during different cyber-attacks

" Effects of cyber-attacks on distributed volt-watt control in different nodes of the distribution system

Findings

" Distributed control is not immune to cyber-attacks

" Distributed controllers need to be able to identify cyber-attacks and isolate rogue nodes and self-organize

Advantages

" This study facilitates executing multiple control applications simultaneously to show performance analysis under 
different cyber vulnerabilities

" The understanding of this study paves the way to develop more cyber-resilient control algorithms


